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Definitions of acronyms used in this publication

Abbreviations Definition

DNSSEC Domain Name System Security Extensions
RRSIG Resource Record Signature

DNSKEY DNS Public Key

DS Delegation Signer

NSEC Next Secure

NSEC3 Next Secure but with hashed next domain name
KSK Key Signing Key

ZSK Zone Signing Key
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= Examples of how DNS Spoofing will try and direct client to incorrect or fake website.
Introduction to DNSSEC

Remote DNS Spoofing
° Example of a domain name without DNSSEC signed
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Domain Name System

* DNS Security Extensions (DNSSEC) is a security

enhancement of Domain Name System.
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Benefits of DNSSEC

Full deployment of DNSSEC throughout the domain

name system ensures:

How DNSSEC Works?

Example of a domain name protected by DNSSEC signed * DNSSEC uses a “chain of trust” initiated from With DNSSEC (.MY Chain of Trust Example)

: the top of the Internet domain name system (the
Protection by DNSSEC

. . . . - e akee request for a MY
» That the end user is connecting to the actual “ROOT”) down to the actual domain name being o ks requastfora
website or other service corresponding fo a used. 7. 18P verifios tho ROOT'S 5
particular domain name. : * This “chain of trust” mechanism is used to verify . ROOT puints the ISP ta the
F Aﬂpll.(:.ah(m " MY TLD and gives the ISP the
* Protection of a critical piece of the domain name - [ that the requested domain name records are
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system - the DNS lookup - complementing other . Nameservers Nameserver Nameserver Stub fesolver indeed correct and can be frusted.
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“conversation”:
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¢ authentication, i.e. when a DNS resolver

is looking for a domain name, the domain Domain  Domain admin Your ISP You identifies a domain’s authenticity so that users -
2 . admin  and/or domain or your local admin .

name’s name servers help the resolver verify hoster may trust it.

the records returned ¢ |n order to be effective, DNSSEC must be

EXAMPLE MY

Figure 1: Example of Trust Chain Using DNSSEC

» Creation of new service offerings to sign zone for

domain owners.

deployed at each step in the domain lookup from

root zone to final domain name.

Mote: TLD = Top amain, SLE = Second Leval Domain




DNSSEC Signing Test

How to check or query whether the DNS
Operator/DNS Hosting Provider/Own
Authoritative DNS server has signed a
domain name with DNSSEC?

There are many ways to check the domain
name signing status prior to send the DS key
to the Registry/Registrar. One of the web
tools to validate the DNSSEC signing status is
https:/ /www.digwebinterface.com

1. Browse to https://www.
digwebinterface.com

2. Under the Hostname or IP address, enter
a domain name with DNSSEC signed

3. Options list. Tick on DNSSEC

4. Nameserver. Choose Specify myself and
enter the authoritative DNS server of the
domain name

5. Click on Dig button

Example with correct

DNSSEC signed

Screenshots on the right
are examples of a
domain name signed with
DNSSEC answered by the
authoritative nameservers
for the domain name
containing the DNSSEC
Resource Records RRSIG,
DNSKEY, NSEC and DS

Hevtnames or [P addresses:
Frurtim

] Fix

futfy.my i nsil.mychadoasi.my:

.MY DNSSEC Activation

DNSSEC CHAIN OF TRUST ESTABLISHED

DOMAIN
MANAGEMENT

DNS OPERATOR/
DNS HOSTING
PROVIDER

REGISTRANT
(USER)

SYSTEM

*  Registrant requests e Generate and Manage Key e Accepts DS record e Sign .MY domain
to enable DNSSEC *  Publishes all records * Update WHOIS *  Accepts DS record
for a domain name e Sign domain e Sends DS to registry *  Publishes/signs

record

Notes: The DNS Operator /
DNS Hosting Provider MUST
support DNSSEC




3. Enter the domain name Technical Contact username and password. Then click on Login button

ment System

Enabling DNSSEC through MYNIC
Domain Management System

1. Log in to Domain Management System (DMS) at 2. Choose the MYNIC Domain Management System
www.mynic.my and click Login button on top and click the “Click here” button

4. To enable DNSSEC
a. Click on Domain Name menu > DNSSEC and click on Enable /Disable DNSSEC

Thursday, 18 Apr 2019 16:57 GMT+8 Manage Domain Account: tikeus I Follow us [

MYyNIC |

HOME  ABOUTUS  DOMAIN RESELLER WHOIS MEDIA CENTRE ~ CONTACT US '

CHECK RN ®

Home  Domain Name » _Billing »» Change Password  Logout

Transfer Domain

Transfer IDMN

Now there's a better way to
manage your account

MYNIC Domain
Management System SELFCARE ure
Our current system where you can An all-new experience designed to help
apply new domains and manage you manage your domain contacts,

WHO ARE WE? LATEST ANNOUNCEMENT (st O

Certified

MYNIC Berhad is the sole administrator for No latest announcement
web addresses that end with .my in
Malaysia. Previous announcements

This website is meant to assist and provide
guidance in helping you to register your
preferred domain name.

existing ones nameservers and mapping

Click here Try now
Take a tour

External Links .
ICHOOSE Sefcare Lite i best viewed with Chrome, I, Firefox and Safar for Mac)

We welcome any feedback and comments
on how we can improve our Services to
Serve you better and to bring your unique
identity to the world.

@ enfer
[Registramon

[Desrmapin Mame]

[Desmasin Extension]




c. Search result of the domain name will be displayed as below 5. Retrieve and Update DNSSEC Key
a. Go back to Domain Name menu > DNSSEC and then click on Update Key

s Heme  Domain Name +  Billing »  Change Password  Logout
Total of records: 1 — H . - Lt

T et New Domain
I hately agred 10 the DHSSEC WM & congilion il L gl "

! Ems Madify Damain 1o the Technical and Administrative Contsct with the following email sddressfes):

Transfer Domain
DNSSEC m E

1, airkelapar
Delete Do

Transfer 10N

% Enable I Disable
Dnssec
Mabile No
Managament

*Please enbar tha R
[Regiviration No.]

[Domain Hame]

DMESEC will be ENABLED for the domain(s) below:
NP

1. airkelapamadu. my [Domain Extension] my

Success! Email modification has been sent to the Technical and Administrative Contact with the following email address(es]:

1.admin@airkelapamadu.my

DNSSEC is ENABLED for the domainis) babow: & arkelapamady my Was Muidhiar
Total of reconds: 1




d. On DNSSEC - Details screen, click on Retrieve Key From
Information:

Below are the definition of “Pending Published”, “Unpublished” and “Non Publishable” mean:

* Pending Publish — The DS Records are placed in a queue to be delegated.
e  Unpublished — The DS Records has been removed from the file for signing process.
* Non Publishable - This status is only reserved for ZSK. ZSKs are shown only for information sake.

om Mame Sarver

g “Limpe checkbeo on the
8 Pl

If the Retrieve Key is unsuccessful, an error message will be displayed

ERROR Possible cause of error:

Wi il 150 ey OF T Wada Ladudin st Foblin bl ol iy FLbirish ficianss Il [Tap feisil Aot B 1% Bl Wl s 13 il o il = Nomeserver thf registered Wlth MYN'C
(authoritative name server) might not
matched with the nameserver that domain
name signed the zone.

* Missing or incorrect RRSIG record on
authoritative nameserver

* The domain name has no DNSSEC sign on
the authoritative nameserver

Sirklpp Aty iy

T il ol Note: The DNS Hosting Provider/DNS

Unpublish” ch - . Operator/Technical Contact needs to check

thack the Py o 0n the “Changs Sta Recommendation _ further on the DNSSEC configurations if the
After the error has successfully been fixed, the Technical Contact of the keys are unsuccessful fo retrieve through

domain name can repeat the steps retrieving the keys and ensure the keys are MYNIC Domain Management System
successfully submitted.

Unposiiah Frequently Asked Questions
Unpusish For more information on DNSSEC, go to wiki.ichoose.my
her Pubksmanie and search for “DNSSEC”

Hen Publishable

“Rietrieve Key From Mame Server | | Update Key Status | | Back




.MY WHOIS Service DNSSSEC Validation

You can view DNSSEC status of your domain name through .my WHOIS Service at https://whois.mynic.

my DNSSSEC Validation using DNSViz Tool

After your domain name is properly DNSSEC-enabled, the status “DNSSEC Signed-Delegation” will
appear in the WHOIS result of the domain name

1. Browse to http://dnsviz.net

a [ Domain Name ] : Jamadumy 2. Enter a domain name in the text fields that appears and click Go button
[DNSSEC]

DNSViz is a DNS Visualization Tool to test and analyze of the DNSSEC authentication

chain for a domain name.

You can validate the domain name DNSSSEC and view the DNSSEC chain of trust of

your domain name with DNViz as per steps below:
Whois Service

b [ Registration No. ] JoALndol

¢ [ Record Created ] 17-NOV-2015
d [ Record Expired ] 17-NOV-2016
e [ Record Last Modified ] 15-APR-2019




Example with correct DNSSEC

Below is an example of a domain name with functioning
DNSSEC records between the Top Level Domain (TLD)
nameservers and the authoritative nameservers for

airkelapamadu.my

(oS
e
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roumamry I (oY [ (FE—— (P——

Example without DNSSEC

Below is an example of a working domain name without
DNSSEC as diagrammed by DNSViz

CHSHEY
et e

- & “ -
(rm— o ram— | s, | s | promm——" ; pre—

sukalapama b m

Example with missing or
incorrect RRSIG record on
authoritative nameserver
The example on the right is how dnsviz.net
will display incorrect delegation when no
valid DNSKEY records are provided by the

authoritative nameserver to match the DS
record published by the TLD nameserver:

DNSKEY
alg=8, =T34
1024 bits

digest alg=2

net
(2018-08-23 14:54:16 UTC)

A

g

DNSKEY
alg=F, id=2371

brokendnssec.net/A brokendnssec.net/'SOA brokendnssec.netMS
A A A

brokendnssec.net
(2018-08-23 16:35:41 UTC)




Example with a broken
DNSSEC domain

The example on the right is of how dnsviz.net
will display a domain that has DNSSEC issues

when no valid DS records are provided by

Disabling DNSSEC through MYNIC
Domain Management System

1. Log in to Domain Management System (DMS) at 2. Choose the MYNIC Domain Management System
www.mynic.my and click Login button on top and click the “Click here” button

vy
4

i choos \;‘my /) Now there's a better way to
= manage your account
LA

MYNIC Domain
Management System SELFCARE e
Our current system where you can An all-new experience designed to help
apply new domains and manage you manage your domain contacts,

the authoritative nameserver to match the DS

record published by the TLD nameserver:

Thursday, 18 Apr 2019 16:57 GMT+8 Manage Domain Account tikeus T Follow us [B)

MYNIC }
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ert

MYNIC Berhad is the sole administrator for Nolatest announcement
web addresses that end with .my in
Malaysia Previous announcements

This website is meant to assist and provide
‘quidance in helping you to register your
preferred domain name.

existing ones nameservers and mapping

Click here Try now
Take a tour

We welcome any feedback and comments
on how we can Improve our Services to
Serve you better and to bring your unique.
identity to the world.

External Links
e B o 3 forMac)

sec-laled




3. Enter the domain name Technical Contact username and password. Then click on Login button

my N I ‘ Domain Management System

Hesma

c. Search result of the domain name will be displayed as below

1o oy DOMAIN REGISTRY System

4. To disable DNSSEC
a. Click on Domain Name menu > DNSSEC and click on Enable /Disable DNSSEC

Search Results

3 s | = .
[ Wo. | DommsinRepstation | DomsnName |
2607 arkbelapamadu rvy

Home  Domain Mame » _Billing + Change Password  Logout e S
E—— RO, Ll o recordss

DMSSEC will be DISABLED fer the domain(s) below:

1. airkeapamady, my

ha Regstration Ne. or Domain Name

of Na.) Sucoess! Email notification has been seml 1o the Techaical and Administrative Contact with the following emaill sddredses):

i. admin@airkelapamadu.my

[Desmapin Mame]
5 i DNSSEC ks DISABLED for the domains] below:
cimain Extens!

il ey




MYNIC Berhad ! @ @mynicberhad



